Auditing Developing Systems

Session 4 –  Design and Development


Suggested Solution to Exercise 4.1

1. Involves preparation of clear and concise instructions on how to use, operate and maintain the system, from both an end user and a technical support perspective – System Documentation
2. This document will cover details like the hours during which it will be available to the users, maximum acceptable downtime on each type of system failure, procedure to be followed in case of system failure, Help Desk support and mechanism for monitoring and review of contract – Service Level Agreements
3. It involves recording all hardware and communications equipment, ancillary equipment (power supplies and air conditioners), application and system software and various kinds of documents like system designs, test data, user manuals etc., - Configuration Management
4. Necessary procedures should be established for (a) authorisation of requests for modification, (b) assessing the impact of modification on the overall project, (c) prioritisation of requests for modification and (d) preparation of back-out plans to cover failure of the modification and permit the system to be returned to its previous state – Change Control
5. This generally comprises 2 broad areas of testing viz., Unit testing and Integration testing. Unit testing involves the testing of an individual program module in an isolated environment. Integration testing is the process of adding new programs to an evolving system and testing to find errors in the interfaces between programs and discrepancies between programs – Development Testing
6. This task should contain provisions for installation of hardware, transfer of data from existing to new systems, setting up the Help Desk and strategy for shifting from old to new system – Testing and Implementation Plan
7. This is based on an analysis of the User Requirement Specification and any other criteria defined during the design stage. The requirements, facilities and functions which are to be assessed, their relative importance and the method of verification should be clearly identified – Acceptance Testing Plan
8. It involves allocation of an unique number to each configuration item and updation of the number when the item is changed. The objective of this task is to ensure that different versions of the same configuration item are clearly distinguishable from each other – Version Control
9. Documentation is to be produced to cover the delivery of instructions to a variety of audiences like the end users, middle and senior managers and technical support staff – Training and Implementation Plan
10. It includes preparation of user manuals, list of jobs to be processed, system instruction on the technical aspects of computer and network operations, details of back-up requirements, details of clerical procedures, details of interfaces with other systems, list of input requirements, list and description of all databases, files and libraries – System Documentation
11. For individual assessment, (a) the objectives and evaluation criteria (b) staffing requirements to perform the assessment and (c) environment including hardware requirement for carrying out the assessment should be specified – Acceptance Testing Plan.
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