INTOSAI IT AUDIT COMMITTEE


[image: image1.wmf] 

 

 

 

 

 

 

   

 

for INTOSAI

 

IT 

A

udit

 

T

raining

 

 


Course Overview and Organization
March 2007
Table of Contents

1Scope

Background
2
Administering the IT audit training event
3
Training programme structure
4
Assessing local training needs
6
Designing course sessions
9
Annex A: Core modules
10
Introduction to IT audit
12
IT methods
13
IT controls
14
Business continuity planning
19
Audit of Systems Development
21
IT security
24
Value for money audit
27
Computer Assisted Audit Techniques
29
Data downloading
31
Annex B: identification of training needs
33


Scope

This document provides an overview of the INTOSAI IT audit training package and the arrangements that will need to be made to stage a successful training event.

Who should read this document?

This document should be read by:

· senior staff in Supreme Audit Institutions responsible for IT audit and audit training;

· staff responsible for securing funds for training events from external sources, such as the development banks or overseas aid organisations;

· staff responsible for organising training events;

· staff assigned to develop and implement specific training in IT audit.

What does this overview cover?

This overview provides:

· a background to the development of the INTOSAI IT Audit Training Package;

· guidance on responsibilities for organising and running the training event;

· information on the structure of the training package, and how the course material can be used, flexibly, to build a training programme to suit local needs;

· guidance on assessing local training needs; and

· guidance on designing the course including details of the core course materials available and those which might be developed locally to ensure that the course reflects local IT developments and experience.

Background

The INTOSAI Standing Committee on IT Audit was established following the XIII INCOSAI in June 1989. A key aspect of the Committee’s work is to support Supreme Audit Institutions in developing their knowledge and skills in the use and audit of information technology by providing information and facilities for exchanges of experiences, and encouraging bilateral and regional co-operation. 

The Committee produced an IT Audit Curriculum in 1995, which helps SAIs identify training requirements by providing an outline of the competencies auditors faced with IT systems need at three levels (generalist auditors, IT auditors and expert IT auditors).
Using the framework, the Committee then developed an IT Audit Courseware consisting of training modules designed to cover the IT audit training needs of generalist auditors and IT auditors (Levels 1 and 2). It was expected that training for expert IT auditors (Level 3) will normally be provided through specialist courses and workshops. This Courseware was first presented at the 1998 INCOSAI. A further update to this Courseware was presented at the 2004 INCOSAI. This version represents the third update to the IT Audit Courseware, for presentation at the 2007 INCOSAI.
Administering the IT audit training event

The INTOSAI IT Audit Committee have designed the training programme and modules with the intention that:

· training would be organised on a country or regional basis, to enable the course modules and case studies to best reflect local needs and circumstances and to keep costs down;

· responsibility for arranging the event would rest with specific SAIs or INTOSAI Regions;  this includes securing funding from relevant national or international bodies or donors;

· responsibility for assessing training needs would rest with individual SAIs or INTOSAI Regions, although expert help would be available from members of the INTOSAI IT Audit Committee;

· responsibility for finalising and delivering the training programme (including such activities as tailoring the course to local needs, producing local case studies and delivery of the training) would be undertaken by a team of local staff and experts from other INTOSAI members.

SAIs should bear in mind that, although the training materials make a substantial contribution to the delivery of a course on IT audit, considerable local effort is required to set the IT audit materials into the context of local audit methods and the specific IT environment of audit clients.

Training programme structure

The Training programme addresses the needs of generalist auditors and of IT Auditors - levels 1 and 2 in the IT Audit Curriculum. The INTOSAI IT Audit Committee envisage that needs of specialist,  level 3,  IT Auditors will be met by expert workshops. 

Generalist:

· Introduction to IT audit;

· IT methods (partially); and
· Introductory sessions from the other modules.

IT auditor:

· IT methods;

· IT controls;

· Business continuity planning;

· IT security;

· Audit of developing IT systems;

· Value for money audit of IT systems;

· Computer assisted audit techniques; and

· Data downloading.

Annex A provides an overview of each module.

The Training Programme has been designed on a modular basis to enable those organising and running the training to build courses to suit the IT audit training needs of specific groups of auditors at various stages in their development, and in different roles. For example those auditors:

· auditing accounts,  need to be aware of IT control principles and be able to identify, document and test key controls;

· examining developing systems,  need to understand the principles for specifying, developing and procuring IT systems and services;

· auditing IT security, need to understand risk analysis and be able to apply it to IT systems and to determine whether the protective measures applied reduce risk to an acceptable level;

· looking at fraud, may need to gather and analyse evidence obtained from information systems and apply IT skills to analyse it, in order to identify control failures;  those intending to specialise in forensic audit will need additional level 3 training and experience;

· using Computer Assisted Audit Techniques, need to be able to identify opportunities for CAATs and use audit tools to analyse information extracted from clients’ IT systems;

· developing Computer Assisted Audit Techniques, need a detailed knowledge of data and file formats, and to be able to acquire data from clients and convert it into a format suitable for interrogation using audit tools; and

· undertaking value for money examinations, need to understand business modelling, be able to recognise evidence of IT systems failure, and be capable of identifying reasons for failing IT systems.

The depth and breadth of the training modules has been set at a level where there is substantial international consensus.  For the training to fully meet local needs, it is essential that  SAIs supplement the INTOSAI materials with seminars that cover local variations in areas such as:

· types of computer system and applications;

· laws and regulations that impact on the use of computers;

· site visits to key information systems; and

· examples drawn from recent audits in the region.

Possible Level 3 Workshops
The following diagram suggests topics which might be of interest to specialist auditors, and which might be covered by workshops or other training events organised locally or on a regional basis.

	IT CONTROLS

BUSINESS CONTINUITY
	IT SECURITY
	DEVELOPING SYSTEMS

VALUE FOR MONEY
	COMPUTER ASSISTED AUDIT TECHNIQUES

	ONLINE REAL TIME SYSTEMS
	RISK ANALYSIS AND MANAGEMENT

DATABASE SECURITY

COMMUNICATIONS

ENCRYPTION

ELECTRONIC DOCUMENT MANAGEMENT

WIRELESS NETWORKS
	STRATEGIC PLANNING

PROGRAMME MANAGEMENT

PROJECT MANAGEMENT

CAPACITY PLANNING

IT CONTRACTS

CHANGE MANAGEMENT

PROBLEM MANAGEMENT


	SPECIFIC AUDIT SOFTWARE

FORENSIC AUDIT: DATA MINING

SPECIFIC IT ENVIRONMENTS


Assessing local training needs

An essential part of the development of training programmes, is the accurate identification of the training need. An effective Training Needs Analysis will identify what needs to be done to enable staff to be trained to reach the required level of competency and apply their skills to do a job to a defined standard.

What are the benefits of a Training Needs Analysis?

A Training Needs Analysis will:

· provide an analysis of relevant information to confirm whether or not training is a suitable and cost-effective method of meeting organisational needs;

· identify the “Gap” between current and required levels of Knowledge, Skills and Aptitude , and therefore what the training should address;

· help determine what the general content of the training should be, (what staff should be able to do as a result of it);

· form a foundation for the subsequent design and delivery of the training to meet these needs;

· provide an indication of “success criteria”, and a foundation for the evaluation of the training. 

Failing to undertake a Training Needs Analysis could lead to inappropriate training being delivered which is likely to be irrelevant to the needs of the trainees and inapplicable to the job.  The end result is likely to be a waste of time, money and other resources. Poorly targeted training can also lead to de-motivated staff and disillusioned trainers which can affect the credibility of a particular training programme, or even training as a whole.

Methods of Gathering Information 

In many cases where  training is needed to help people become proficient in a job or role, the information can be obtained from a number of sources:

Useful sources of information for identifying training needs

· staff appraisals

· interviews

· discussions with top management

· questionnaires

· client comments

· focus groups

· comments from external bodies (such as regulators)

Meetings and/or interviews are likely to yield the most fruitful and useful information about the job. Questions to Managers may also help clarify any residual uncertainties about what the job should entail. Sessions can be omitted where staff already have the necessary skills. There may also be existing courses available for some aspects, thus eliminating the need for any new training materials.

Other methods for gathering information include:

· Workshops: where experienced job holders / line managers and training staff can get together to work through the process of establishing the job roles, responsibilities and tasks, and produce the Overall Objectives etc.

· “Brainstorm”: a process where a group of jobholders and possibly training staff “brainstorm” what the trainees would need to be able to do or know, and what attitudes they should have at the end of the training programme;

· Work diaries: where staff keep a record of their daily job activities over a specified period which is then analysed to determine the main tasks etc.;

· Observation: where someone observes the job holder in action and records the tasks, and how each one is completed (the activities).
· Research of written material: desk instructions or other written instructions or specifications regarding jobs and tasks may be available for examination and analysis.  The accuracy and validity of these have only then to be confirmed with current job holders and/or line managers. 

In order to be able to assess how effective the delivered training has been, some standards need to be set to indicate the level of competence required of the job holder.  A reasonable timescale for achieving this level of competency should also be established.

Sample Checklist

Annex B provides a possible self assessment  checklist based on the INTOSAI IT Audit Curriculum.  The checklist is designed to:

· assess the current IT knowledge and skills level of audit practitioners;

· identify the areas in which they require further guidance; and

· provide the course organisers with a list of the knowledge and skills that are  relevant to their posts.

After completing the checklist audit practitioners will have a clear view of their current level of competence and the issues that they need to address to ensure they are fully effective in their roles. Guidance on all of the knowledge and skill requirements shown in this checklist would then be gained through attending a regional INTOSAI IT Training Course.

Collating the results

The questionnaire has been designed to ease the burden of collating and assessing the results.  Individuals are required to tick the relevant column alongside the IT skill and knowledge statements.  Collating the results is simply a matter of totalling the ticks alongside each statement.  This should be done for all individuals in an SAI to give an overall picture of the current skills and knowledge held by each SAI’s audit practitioners and the types of IT audit that the SAI conducts. 

Using the results of the training needs analysis to design the regional course programme

The results from the training needs analysis will provide a good basis for designing the overall structure of the regional course programme. It should help to identify the level of demand for each of the modules and the scope for omitting modules that are not relevant or  running modules in parallel to suit the different needs of participants.  

Designing course sessions

Once there is clear understanding of the training needs for the individuals who will be attending the course,  you need to think about the style and content of the individual course sessions. The IDI course on training for trainers sets out guidance on training techniques.

For each of the modules described in Annex A, there are three key documents developed by the INTOSAI IT Audit Committee:

· a Leader’s Guide which provides guidance to those running each session;

· a set of slides;

· Student’s Notes which helps students understand the course and provides advice on further reading.

All guides and notes are available in Microsoft Office 2003 format (Word 2003 and Powerpoint 2003).

For many of the modules there are also case studies. However, the course has been designed on the basis that it is essential to supplement the core material with local case studies and site visits to help fit the course to local needs and circumstances. 

Annex A: Core modules

This Annex provides summaries of each of the nine modules covered in the training for generalist auditors (level 1) and IT auditors (level 2).
 The following table summarises the contents of each module

	Title
	Description
	No. of days

	Introduction to IT audit
	This module gives an overview of the process of IT audit, including the procedure and issues involved in planning and executing IT audits and reporting audit results
	1

	IT methods
	This module provides a high level review of IT methods for planning, quality management, procurement, project and programme management and system design
	1

	IT controls
	This module covers planning a certification audit and building a team to undertake the work;  it includes detailed coverage of controls at the management,  installation and application levels.
	4

	Business continuity planning
	This day module explains the importance of planning for unexpected events and sets out the principles and methods used to ensure sound business continuity planning.
	1

	Audit of developing systems
	This module provides an audit perspective on each stage in the system development life cycle.
	3

	IT security
	This module explains the differences between security objectives and certification audit objectives and explores the implications that this has for the audit approach;  it includes a consideration of risk analysis and management techniques.
	2

	Value for money audit
	This module explains the use of business modelling techniques to identify the degree to which IT systems contribute to key objectives;  it guides the auditor through the process of identifying the causes of poor performance and explaining them.
	2

	Computer assisted audit techniques
	This module explains the use of CAATs for program validation and data analysis, and covers some of the issues relating to data selection, and CAATs design and documentation.
	2

	Data downloading 
	This module explains the technical aspects of acquiring and converting data so that it can be analysed with audit software.
	2

	Total duration in days
	18


Introduction to IT audit

Audience

All IT auditors.

Objectives

The module aims to enable the trainee to

· define IT audit and explain the types of IT audit;

· describe the IT audit process;

· describe the processes for planning, execution, quality assurance and reporting/ follow-up; and

· explain the issues associated with use of external consultants

Content

This module lasts one day; it gives an overview of the process of IT audit, including the procedure and issues involved in planning and executing IT audits and reporting audit results.

	Introduction to IT Audit: Day 1

	60 mins
	1) Introduction
	Introduction to IT audit and types of IT audit

	15 mins
	2) IT Audit Process
	Explains the processes involved in IT audit step by step

	90 mins
	3) Planning for IT audit
	Planning, including strategic planning, annual plan, audit programme and risk assessment

	150 mins
	4) Audit execution
	Entry conference, evidence collection and evaluation, methods and tools, and exit conference

	15 mins
	5) Quality assurance
	Stages in supervision and quality assurance

	30 mins
	6) Use of external consultants
	Need for external consultants, and how to manage the working relationship


IT methods

Audience

All IT auditors.

Objectives

The module aims to enable the trainee:

· to understand best practice in relation to programme management,  project management,  strategic planning,  quality management, systems analysis, system design, system development and system procurement; and

· to recognise the signs that auditees are departing from best practice.

 Content

This module lasts one day; it provides a high level review of IT methods for planning, quality management, procurement, project management and system design.

	IT methods: Day 1

	15 mins
	1) Introduction
	Introduction to the contents and purpose of the module.

	60 mins
	2) Strategic planning
	Identifying requirements for IT systems and making a business case.

	60 mins
	3) Project management
	Project initiation, the project team, controlling projects and post implementation review.

	30 mins
	4) Programme management
	Defining and managing programmes and identifying projects.

	60 mins
	5) System design
	Structured analysis and design methods and rapid application development.

	60 mins
	6) IT procurement
	Structured approaches to procurement, Service Level Agreements, Interchange Agreements and conditions of connection. 

	60 mins
	7) Quality management
	ISO standards, setting up a quality regime.

	60 mins
	8) Sample IT methods
	Capability Maturity Model for Software acquisition and software development


IT controls

Audience

Certification/ VFM auditors and security reviewers.

Objectives

The trainee shall be able to:

· understand the control issues related to IT systems;

· identify and document key IT systems;

· undertake a review of management, operational and application controls;

· identify and test key controls; and

· make recommendations for improving controls.
Contents

The module covers planning an IT controls review and building a team to undertake it. There is detailed coverage of controls at the management, installation and application levels together with the identification and testing of key controls.

	IT controls: Day 1

	30 mins
	1) Introduction
	Outline of the module and learning objectives

	60 mins
	2) Audit control objectives
	Objectives of a control review (completeness, occurrence, measurement, regularity and disclosure),  the place of IT controls in the assurance model, audit issues raised by clients’ use of IT.

	60 mins
	3) Control model
	Balance between physical, personnel, procedural and technical controls, types of internal control (preventive, detective and corrective).

	45 mins
	4) COBIT framework
	An overview of the COBIT framework covering the control objectives, the domains and the target audience

	30 mins
	5) Planning a review
	Understanding the audit client, establishing the scope and purpose of the review, agreeing terms of reference and considering the resources that will be required.

	60 mins
	6) Documenting IT systems
	Identifying relevant activities and systems, identifying transaction streams, flow charting and network diagrams.

	90 mins
	7) Management controls
	IT policies, standards, organisation and management, separation of roles and responsibilities in the control environment.

The need to publicise policies, procedures and management concerns,  mechanisms for maintaining awareness.

The need for regular review of policies and procedures in the light of business changes and changes in the control environment, management of control failures  through incident reporting.

The role of internal audit

Recruitment, conditions of employment, job descriptions and contracts.


	IT controls: Day 2

	60 mins
	8) IT operations
	Help desk operations, bureaux and facilities management operations, agreement of service levels and conditions of connection.

	120 mins
	9) Physical and environmental controls
	Identifying and protecting critical locations and assets, control over storage media.  

The need for fire, flood and intruder detection, protection of power supplies and the computing environment, overview of business continuity planning.

	120 mins
	10) Logical access controls: the role of the operating system
	System configuration, identification and authentication of users, access control lists, logging,  privileged users, separation of processes, resource management, system utilities that bypass operating system controls.


	IT controls: Day 3

	60 mins
	11) Change management
	The change management process,  quality assurance, separation of duties,  authorisation,  user acceptance and implementation.

	90 mins
	12) Network management
	Network management,  diagnostic links, access controls, protection of data in transit.

Internet services and threats, firewalls and other protection mechanisms.

	30 mins
	13) Third party services / outsourcing
	Audit issues raised by clients’ use of third party suppliers for IT services including service level agreements,  interchange agreements, access rights,  contractual specification of control requirements.

	30 mins
	14) User developed applications
	Control risks,  policy and management of user application development.

	30 mins
	15) Introduction to application controls
	Types of controls, compliance testing controls,   the management of applications (role of the owner,  custodian and user)

	30 mins
	16) Application auditability and CAATs feasibility
	Identifying CAATs opportunities,  data availability issues,  the need for reconciliation to client reports.

	30 mins
	17) Application security
	Identification and authentication of users,  access control profiles and logging activity


	IT controls: Day 4

	180 mins
	18) Process controls
	Input controls (accuracy,  validation,  authorisation and completeness), storage controls (integrity, logging and access control), transmission controls (integrity and completeness), processing controls (validation, comparisons, reconciliation, run to run controls and exception reporting), output controls (completeness,  consistency, routing and integrity)

	60 mins
	19) Data management
	Standing files, transaction files, access control lists, password files, logs, output files and configuration information.

	30 mins
	20) Compliance testing
	Designing and carrying out compliance tests of key controls.

	30 mins
	21) Meetings and reporting
	Construction of management reports, conducting exit meetings and follow up.

	30 mins
	Final review
	


Business continuity planning

Audience

All IT auditors have an interest in the continuing availability of their clients' information systems. Business continuity planning covers the steps that clients can take to ensure that critical systems and services are resumed following a disaster.

Objectives

The trainee shall:

· understand the use of impact analysis in the identification of critical systems and services;

· understand the organisational issues that need to be addressed by the disaster recovery plan;

· appreciate the need for recovery of control functions as well as operational systems;

· understand the components of a disaster recovery plan;

· understand the advantages and disadvantages of different contingency planning options;

· appreciate the need for regular testing of business continuity plans.

Contents

The module explains the importance of planning for unexpected events and sets out the principles and methods used to ensure sound business continuity planning.

	Business continuity planning: Day 1

	30 mins
	0) Introducing continuity planning
	Outline of the module, learning objectives and audit issues.

	30 mins
	1) Background and life cycle
	Justification for business continuity plans,  differences between contingency and continuity plans and the planning life cycle.

	60 mins
	2) Impact analysis
	Identifying mission critical systems by considering the impact of loss of service

	120 mins
	3) Defining a recovery strategy
	Contents and structure of a business continuity plan

Responsibilities and roles in disaster recovery

Standby options: hot, cold and warm back up sites and resilience through redundancy.

The need for secure decommissioning of damaged assets and secure operation under emergency conditions

	30 mins
	4) Implementing,  testing  and maintaining the plan
	Training and awareness programmes

Frequency and methods of testing business continuity plans

Updating plans in the light of changing IS infrastructure and business needs

	120 mins
	Case study
	Practical exercise illustrating the day’s learning points.


Audit of Systems Development
Audience

Auditors responsible for reviewing IT systems under development
Objectives

The trainee shall be able to review and report on:

· clients’ strategic planning process and documents;

· project initiation and feasibility studies;

· user requirement capture and specifications;

· system design and development standards, procedures and management;

· procedures for acceptance testing;

· strategies for migration to new systems; and

· post implementation reviews.

Contents 

This module provides an audit perspective on each stage of the system development life cycle.  The sessions are supported by case study material and checklists.

	Developing systems: Day 1

	30 mins
	0) Introduction
	Outline of the module, learning objectives and audit issues associated with clients’ development of IT systems.

	60 mins
	1) Project failures
	Outline of common reasons for project failure and lessons to be learned.

	90 mins
	2) Initiation and feasibility
	Contents and structure of business cases,  investment appraisal, project ownership and initiation.

	90 mins
	3) User requirements
	Analysing and documenting user requirements,  formulating an operational requirement, user requirement change control.

	90 mins
	4) System design and development
	Logical and physical design,  producing test plans, technical specifications,  the development process,  configuration management.


	Developing systems: Day 2

	180 mins
	5) Systems building and Acceptance testing
	Testing environment and administration

	120 mins
	6) System Implementation
	Training and awareness strategies, user groups, service level agreements, data migration, cutover options and parallel running.

	60 mins
	7) Post Implementation Review
	The Post Implementation Review team and products 

	Developing systems: Day 3

	150 mins
	8) Rapid Application Development
	User-driven methods for developing applications quickly using fourth generation tools.

	30
	9) Alternative Development Methodologies
	Reverse engineering, prototyping, structural analysis, object oriented technology

	45 mins
	10) External audit role
	The difference between the external and internal audit perspective.

	120 mins
	Case studies
	Practical exercises to reinforce the learning points of the module with group presentations

	30 mins
	Final discussion
	


IT security

Audience

This module is primarily aimed at the security auditor but is also relevant to the role of the forensic auditor.

Objectives

The trainee shall:

· understand security objectives;

· be able to undertake a risk assessment;

· understand physical, personnel, procedural and technical protective measures;

· be able to identify security issues associated with system procurement;

· understand trusted systems and security accreditation;

· understand the need for continuing review of security policies, practices and incidents; and

· understand the issues raised by Internet connection.

Content

The module explains the differences between security objectives and audit objectives and explains the implications that this has for the audit approach. This module is largely based on the IS 17799. The risk assessment process is explained in terms of threats exploiting vulnerabilities to cause impacts that can be avoided or detected by protective measures.

	IT security: Day 1

	30 mins
	0) Introduction
	

	30 mins
	1) Introduction to IT Security
	Confidentiality, integrity and availability, relationship to certification objectives.

	80 mins
	2) Risk analysis
	Mapping the client’s business onto IT assets and determining points of access.
Assessment of impact of a security breach including consideration of financial impact, personal safety, legal implications, disruption to operations and organisational embarrassment.
Identifying threats to assets and their vulnerabilities

	60 mins
	3) Risk management
	Countermeasures: Physical, procedural, personnel and technical protective measures,  mapping security services to security mechanisms.
Baseline controls: INTOSAI security method, the Code of Practice (BS7799) and deciding when baseline controls are enough.

	40 mins
	4) Security policy 
	Different levels of security policy from high level organisational security policies to low level system security policies.


	65 mins
	5) Organisational Security
	Covers information security structure, security of third party access and outsourcing controls.


	IT security: Day 2

	60 mins
	6) Asset classification and control
	Accountability of assets and information classification

	60 mins
	7) Personnel security
	Security in job definition, user training and responding to security incidents

	75 mins
	8) System development 
	The specification and commissioning of secure systems.
Maintenance of secure systems.
Decommissioning and disposal of secure systems

	60 min
	9) Compliance
	Covers compliance with legal requirements, reviews of security policy and systems audit considerations

	40 mins
	10) Cryptography
	Types of encryption and their use in protecting the integrity and confidentiality of sensitive data.

	30 mins
	Final review
	


Value for money audit

Audience

Value For Money auditors whose objectives include examining the effectiveness of  clients’ use of IT and explaining the reasons that IT projects have failed.

Objectives

The trainee will be able to:

· build a model of the client's business;

· identify significant IT systems;

· identify and evaluate evidence of IT system failure; and

· recognise explanations for IT system failure.

Contents

The module explains the components of the business model including objectives, activities, resources, performance indicators, outputs and impacts and identifies the role of IT systems in supporting activities and monitoring resource usage.

The results of applying the business model to a client enable the auditor to identify significant areas of the business that are performing badly or consuming too much resources. Having identified business areas that give rise to concerns, the auditor needs to seek evidence that will demonstrate which aspect of the business process is failing. The module identifies categories of evidence of IT system failure and indicates sources of supporting information.

Once evidence of poor IT system performance has been established the auditor needs to examine system development and implementation to determine why performance is poor. The module guides the auditor through the categories of explanation for IT system failure such as inadequate IT strategy, poor project or operational management and concludes with a discussion of the types of value for money audit reports that might benefit from IT audit input.

	Value for money audit: Day 1

	30 mins
	1) Introduction
	Principles of value for money audit including an overview of economy, efficiency and effectiveness issues raised by clients’ use of IT.

	240 mins
	2) Survey
	Business modelling: defining and mapping objectives, activities, inputs, outputs impacts  and resources.

Role of IT systems: identifying IT systems that support business functions and IT systems that form part of the control process by monitoring resource usage, outputs and impacts.

Performance indicators: reviewing, designing and managing a performance indicator regime and selecting performance indicators that measure economy, efficiency and effectiveness.

Benchmarking: determining the efficiency of IT operations through comparisons over time and across organisational units.

	90 mins
	3) Evidence of failure
	Identifying symptoms of failing IT using time, cost and quality indicators.

	Value for money audit: Day 2

	120 mins
	4) Explanation of failure
	Reasons for IT project failure including identification of weaknesses in IT strategy, user requirement analysis, project management, procurement, operational management, business case preparation, backup and organisational standards.

	180 mins
	Case studies
	Practical exercise to reinforce learning points

	30 mins
	Final review
	


Computer Assisted Audit Techniques

Audience

The CAATs module would be of interest to any auditor that needs to analyse data from the clients' systems but would be of particular interest to the certification or forensic auditor; it is also suitable for the CAATs specialist who may not be an auditor.

Objectives

The trainee shall be able to:

· understand the different types of CAATs techniques;

· identify opportunities for using CAATs;

· appreciate the need to demonstrate the integrity of data extracted from clients' systems;

· apply audit tools to clients' data to undertake interrogations, extract samples and total files.

Contents

The module explains the use of embedded audit modules, report writers and audit support software. CAATS techniques and their place in the audit process are explained.

There are many tools that can be used to undertake CAATs. The module demonstrates the features of a tool and explains what the auditor should look out for when buying or developing CAATs software.

Trainees should spend a substantial amount of this module practicing their skills through the use of an audit tool such as IDEA or a general purpose tool such as Microsoft Access.

	Computer assisted audit techniques: Day 1

	30 mins
	1) Introduction
	

	30 mins
	2) Role of CAATs
	How CAATs can contribute to the audit process and the degree to which technical specialists can contribute to the delivery of CAATs.

	60 mins
	3) Types of CAATs
	Introduction to, and examples of,  interrogation,  embedded audit modules, sampling and data matching and analytical techniques such as network mapping and simulation.

	120 mins
	4) Data extraction
	Introduction to data identification and acquisition and the need to ensure data integrity by, for example, reconciliation.

	120 mins
	5) Audit tools
	Survey of tools that the auditor may use such as IDEA, ACL, report writers and SQL.


	Computer assisted audit techniques: Day 2

	90 mins
	6) Developing CAATS
	Documentation of requirements, design, development and testing.

Administration and documentation of CAATs operational work.

	240 mins
	Case studies
	Practical exercises on data acquisition, conversion and analysis using audit tools.

	30 mins
	Final review
	


Data downloading 

Audience

This module covers technical aspects of capturing data from client's systems and converting it to a format that is suitable for use by audit software. It is suitable for the technician or CAATs specialist.

Objectives

The trainee shall be able to:

· understand the variety of forms that data can take on clients' systems;

· understand the range of techniques that can be used for extracting data from clients' systems;

· identify common data formats;

· understand how to merge master files and transaction files;

· use data conversion tools to transform data to a format suitable for use by audit software.

Contents

The module explains common file and database formats and explains file and record layout specifications. Common techniques for selecting, extracting and downloading data are explained.

The module covers the ASCII and EBCDIC encoding schemes, binary formats, floating point formats and BCD format and explains how to convert the data to plain ASCII text.

This module has a heavy bias towards practical exercises using an MSDOS PC.

	Downloading and conversion: Day 1

	30 mins
	1) Introduction
	

	60 mins
	2) Planning and initiating a request for client data
	Identifying and clarifying the audit requirement.
Identifying the data to be extracted from clients’ systems.
Formulating a specification of the data to be extracted.
File transfer options.

	90 mins
	3) Viewing data
	Viewing data in hexadecimal, binary, octal and decimal format.
Units of binary data (Bytes, nibbles and bits)

	120 mins
	4) Types of data
	ASCII and EBCDIC encoding of data,  zoned and packed decimal.

	Downloading and conversion: Day 2

	120 mins
	5) Record and file layouts
	File formats,  record layouts and analysing files supplied by clients.
Viewing raw data

	60 mins
	6) Types of data records
	Fixed and variable length records and using spooled print files
Tape headers, trailers, blocking and volumes.
 Formats supported by audit tools and methods of converting raw data. to a suitable form.

	60 mins
	7) File transfer and data conversion
	Transferring data to auditor’s machine and converting it to a format that can be used by audit software.

	60 mins
	8) Simplifying the job of capturing clients’ data
	Specifying data and files that are easy and economical to process.

	Downloading and conversion: Day 3

	180 mins
	9) Extended case study
	Availability of the practical exercises will depend on local provision of suitable machines and copies of the audit software used by the target audience.  The UK NAO has materials based on the use of IDEA on IBM compatible PCs.
Practical exercises covering the whole process from specification of audit requirements through data identification, extraction, acquisition and conversion.

	30 mins
	Final review
	


Annex B: identification of training needs

Self Assessment Checklist 

This checklist is based on the INTOSAI IT audit curriculum; the  curriculum aims to describe the main competencies and skills which auditors will need if they are to be able to provide a proper audit response to their clients’ computerisation.  The checklist is designed to identify areas where skills need to be improved and to identify relevant parts of the INTOSAI IT audit training materials.

Skill Levels

The curriculum recognises that it is neither feasible nor desirable to require all auditors to have a deep knowledge of IT and of IT audit; it identifies three levels of IT audits skills:

	Level 1:

the generalist
	The `ordinary’ auditor, who is familiar with the issues and methods of IT audit, can undertake simple IT audit tasks, and can use IT audit specialists to serve general audit objectives.



	Level 2:

the IT auditor
	The auditor who has chosen to specialise in IT audit, skilled at undertaking most IT audits, except those in highly specialised areas of IT.



	Level 3:

the expert IT auditor
	The auditor who, through length of experience, has become very familiar with IT and IT audit issues, and can undertake or supervise audit tasks including highly specialised ones.


In practice, SAIs choose to organise their IT audit function along different lines, and allocate the different tasks of IT audit between generalists and specialists in a way which best suits their circumstances: for example, an SAI might prefer to have all IT audit tasks carried out by specialists.  In practice, too, the difference between Levels 2 and 3 will be one of depth of experience and breadth of  knowledge - the expert IT auditor will be able to carry out the same tasks as the IT auditor, but across a wider range of hardware and software systems.

Scope Of the Checklist

The checklist aims to specify the main tasks of IT audit in seven different areas which should encompass the range of IT audit tasks any SAI might face. SAIs will need to adjust the self assessment checklist to reflect local audit roles.

The seven areas are:

· planning an IT audit

· assessing controls in IT systems

· computer-assisted audit techniques (CAATs), including microcomputer tools

· auditing IT systems under development or procurement

· undertaking value for money audits of IT systems and functions 

· special assignments

· reviewing and reporting the results of an IT audit.

IT audit skills self assessment checklist
	Name:
	

	Job Title:
	

	SAI:
	


How to complete the checklist

Individuals should consider each section carefully and assess themselves against the knowledge and skill statements by placing a tick in the relevant column(s).  Individuals may find it useful to discuss their assessment with a colleague or their manager if they are unsure about the applicability of any of the statements to their current or future role.

The “Cross reference” column identifies the IT audit training module that is appropriate.  Each training module is broken down into sessions;  the numbers in brackets identify appropriate sessions. “++” in the cross reference column indicates that additional experience and training materials will be required to cover advanced topics and the local IT and audit environment.

Course module names are abbreviated as follows:

	Aware
	IT awareness

	Method
	IT methods awareness

	Control
	IT controls

	Contin
	Business Continuity Planning

	Develop
	Audit of developing information systems

	Sec
	IT security

	VFM
	Value For Money

	O&M
	IT audit organisation and management

	CAATs
	Computer Assisted Audit Techniques

	Download
	Data downloading and conversion


	Planning an IT audit

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor
	Cross Reference to IT Audit Training Courseware
	Fully aware / I already do this competently
	I require guidance in this area
	This is not required by my post

	1. Define audit objectives
	(
	
	
	++ local general audit guidance
	
	
	

	2. Understand level at which it becomes appropriate to call in specialist IT help
	(
	
	
	O&M(5)
	
	
	

	3. Identify IT audit tasks/projects
	(
	(
	(
	Control(2)
Develop(0-1)
Sec(0-1)
VFM(1)
CAATs(2)
Download(2)
++ local general audit guidance
	
	
	

	4. Advise generalist auditor/audit management on skills mix necessary for particular IT audit projects
	
	(
	(
	O&M(5)
	
	
	

	5. Allocate IT audit tasks/projects
	(
	(
	(
	O&M(5)
	
	
	

	6. Schedule audit and IT resources
	(
	(
	(
	O&M(5)
	
	
	

	7. Understand and adhere to an appropriate code of IT ethics (such as ISACA’s)
	
	(
	(
	O&M(2&8)
	
	
	


	Assessing controls in IT systems

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor
	Cross Reference to IT Audit Training Courseware
	Fully aware / I already do this competently
	I require guidance in this area
	This is not required by my post

	General

	1. Understand review objectives and plan IT control review
	(
	(
	(
	Control (2-4)
	
	
	

	2. Identify organisation’s functional structure and major IT systems
	(
	(
	(
	Control(5)
Aware(4&5)
	
	
	

	3. Understand the management issues relevant to areas of existing and developing application systems and infrastructure (e.g. operating systems, access control, databases)
	(
	(
	(
	Control(6)
Aware(10)
	
	
	

	4. Evaluate organisation’s IT strategy, standards  and policies
	(
	(
	(
	Method(All)
Control(6)
	
	
	

	5. Build and run corroborative tests
	(
	(
	(
	Controls(6)
	
	
	

	Operating systems

	6. Identify and understand the operating system(s)
	
	(
	(
	Aware(6)
Control(9)
++ training relating to specific operating systems
	
	
	

	7. Design and run audit programme to test the adequacy of level of control over systems software / environmental control programmes
	
	(
	(
	Control(9)
++ training relating to specific operating systems
	
	
	


(Assessing controls continued)
	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor
	Cross Reference to IT Audit Training Courseware
	Fully aware / I already do this competently
	I require guidance in this area
	This is not required by my post

	Communications

	8. Identify, understand and document local and wide area networks.
	(
	(
	(
	Aware(7)
Control(5)
++
	
	
	

	9. Be aware of communications security issues
	(
	(
	(
	Aware(7)
Control(12)
Sec(6-7)
++
	
	
	

	10.  Testing communications controls
	
	(
	(
	Aware(7)
Control(12)
Sec(7)
++ will require separate training specific to the concerned LAN/ WAN
	
	
	

	11. Evaluating communications controls
	
	(
	(
	As above
	
	
	

	Databases

	12. Understand database concepts, if necessary backed up by hands-on experience in the use of databases
	(
	(
	(
	Aware(6)
Control(9)
CAATs(5)
++
	
	
	

	13. Understand the issues relating to data management and data integrity from both a technical and management point of view
	(
	(
	(
	Control(19)
	
	
	

	14. Identify and understand the database(s) used
	
	(
	(
	Control(5)
CAATs(5)
++
	
	
	

	15. Design and run audits that address the control issues relating to data management both from an organisational and technical perspective
	
	(
	(
	Control(2)
Control(19&20)
	
	
	

	16. Design and run audit of DBMS/data dictionary product
	
	(
	(
	Control(2)
Control(19&20)
++
	
	
	


(Assessing controls continued)
	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor
	Cross Reference to IT Audit Training Courseware
	Fully aware / I already do this competently
	I require guidance in this area
	This is not required by my post

	Continuity planning

	17. Determine whether an IT contingency plan exists and evaluate the risk analysis, if any, conducted by the organisation
	(
	(
	(
	Contin(1)
Sec(3)
VFM(2)
	
	
	

	18. Identify the areas that should be covered by an IT contingency plan and understand how it should link with a business recovery strategy
	(
	(
	(
	Contin(2&3)
	
	
	

	19. Evaluate contingency plan if it has been tested
	
	(
	(
	Contin(4)
	
	
	

	20. Verify contingency plan effectiveness by review of results of testing
	
	(
	(
	Contin(4)
	
	
	

	21. Evaluate the adequacy of off-site storage
	
	(
	(
	Contin(3)
	
	
	

	22. Evaluate ability and training of staff to respond to emergencies
	
	(
	(
	Contin(4)
	
	
	

	23. Be familiar with technologies used in an IT contingency plan (e.g. backup, hot/cold sites, comms switching)
	
	
	(
	Contin(3)
	
	
	

	Operations

	24. Identify and understand significant functions and tasks within the operational area
	(
	(
	(
	Control(7&8)
	
	
	

	25. Evaluate functional procedures
	
	(
	(
	Control(7&8)
	
	
	

	26. Test controls to determine compliance with standards
	
	(
	(
	Control(7&20)
	
	
	

	27. Assess the control environment
	
	(
	(
	Control(7&20)
	
	
	

	28. Be familiar with technologies for automation of IT operations
	
	
	(
	Control(9)
++
	
	
	


(Assessing controls continued)
	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor
	Cross Reference to IT Audit Training Courseware
	Fully aware / I already do this competently
	I require guidance in this area
	This is not required by my post

	Programme change control

	29. Evaluate programme change control standards and procedures 
	
	(
	(
	Control(9-11)
Develop(4-6)
	
	
	

	30. Test change control procedures
	(
	(
	(
	Control(9-11)
Develop(4-6)
	
	
	

	31. Evaluate change control process against control objective
	
	(
	(
	Control(9-11)
Develop(4-6)
	
	
	

	32. Determine adequacy of production library security to ensure the integrity of the production resources by identifying and testing existing controls
	
	(
	(
	Control(8)
Control(9-11)
Develop(4-6)
	
	
	

	Security standards

	33. Evaluate security environment against appropriate standards
	
	(
	(
	Control(6-12) Sec(All)
Contin(9,17)
++ local security standards may apply
	
	
	

	34. Understand how client’s specific security product(s) function
	
	(
	(
	Control(9)
Sec(All)
++ training in function of specific security products
	
	
	

	35. Test system security (operation/application)
	
	
	(
	Sec(All)
Contin(9,17)
++ training in local security standards.
	
	
	

	Logical access control

	36. Understand main methods of logical access control in IT systems
	(
	(
	(
	Control(9)
	
	
	

	37. Evaluate controls over logical access paths into the system
	
	(
	(
	Control(9)
Sec(6-9)
++ specific OS controls
	
	
	

	38. Test controls
	
	(
	(
	Control(9,20)
++ use of specific OS and audit tools
	
	
	

	39. Evaluate access control environment to see if objectives met
	
	(
	(
	Control(9&20)
	
	
	


(Assessing controls continued)
	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor
	Cross Reference to IT Audit Training Courseware
	Fully aware / I already do this competently
	I require guidance in this area
	This is not required by my post

	Physical security

	40. Understand main methods and objectives of physical security
	(
	(
	(
	Control(8)
	
	
	

	41. Determine adequacy of physical security and environmental controls
	(
	(
	(
	Control(8)
	
	
	

	42. Test controls
	(
	(
	(
	Control(8&20)
	
	
	

	43. Evaluate physical security environment to see if objectives met
	
	(
	(
	Control(8)
	
	
	

	Application systems

	44. Identify and document application systems and their transaction flows
	(
	(
	(
	Control(5)
	
	
	

	45. Identify and document application controls and assess their strengths and weakness
	(
	(
	(
	Control(15-20) Controls Case Study
	
	
	

	46. Test controls
	
	(
	(
	Control(15-20) Controls Case Study
	
	
	

	47. Evaluate control environment to see if audit objectives met
	
	(
	(
	Control(15-20) Controls Case Study
	
	
	

	CAATs

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor
	Cross Reference to IT Audit Training Courseware
	Fully aware / I already do this competently
	I require guidance in this area
	This is not required by my post

	1. Understand potential for use of CAATs
	(
	(
	(
	CAATs(2&3)
	
	
	

	2. Identify scope for using the client system for CAATs
	(
	(
	(
	CAATs(2&3)
	
	
	

	3. Identify extraction points and obtain data from client systems
	(
	(
	
	CAATs(4)
Download(2&8)
	
	
	

	4. Apply commercially available software (e.g. IDEA, ACL) to provide totalling, sampling and interrogation of client files
	(
	(
	(
	CAATs (5)
++ specific  audit tools
	
	
	

	5. Reconcile client data to ensure completeness
	(
	(
	
	CAATs(4)
	
	
	

	6. Write specifications for CAATs
	
	(
	(
	CAATs(6)
	
	
	

	7. Advise auditors on best use of CAATs to support audit sampling, totalling and interrogation
	
	(
	(
	CAATs(2&5)
++ experience
	
	
	

	8. Write and run complex CAATs using a variety of tools, including clients’ systems
	
	(
	(
	++ specific training and experience
	
	
	

	9. Manipulate and download raw data to prepare it for audit software
	
	(
	(
	Download(All)
	
	
	

	10. Design, programme and document specialist software for data downloading and analysis
	
	
	(
	Download(All)
++ specific training / experience
	
	
	

	11. Test client’s complete programmes
	
	
	(
	CAATs(5)
++ training in tools that can be used for reperformance
	
	
	

	12. Evaluate CAAT outputs and consider impact on overall audit evidence
	(
	(
	(
	CAATs(2)
Control(20&21)
++ training in audit assurance model
	
	
	

	IT systems under development

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor
	Cross Reference to IT Audit Training Courseware
	Fully aware / I already do this competently
	I require guidance in this area
	This is not required by my post

	General

	1. Understand IT systems life cycle
	(
	(
	(
	Develop(0-3)
	
	
	

	2. Understand systems development, acquisition and maintenance methodology
	
	(
	(
	Develop(3-4)
Control(11)
Method(All)
++ specific development methods
	
	
	

	3. Review methodology to see that it includes appropriate development procedures and controls
	
	(
	(
	Develop(3-4)
Control(11)
++ specific development methods
	
	
	

	4. Test methodology against organisation’s standards
	
	(
	(
	Develop(3-4)
Control(11)
++ specific development methods
	
	
	

	5. Test change control procedures against appropriate standards
	
	(
	(
	Develop(4)
Control(11)
	
	
	

	6. Evaluate systems development, acquisition and maintenance controls to see that control objectives met
	
	(
	(
	Develop(All)
Control(11)
	
	
	

	Programme change control

	7. Evaluate programme change control standards and procedures 
	
	(
	(
	Control(8,9,11)
	
	
	

	8. Test change control procedures
	(
	(
	(
	Control(8,9,11)
	
	
	

	9. Evaluate change control process against control objective
	
	(
	(
	Control(8,9,11)
	
	
	

	10. Determine adequacy of production library security to ensure the integrity of the production resources by identifying and testing existing controls
	
	(
	(
	Control(8,9,11)
Control(20)
++
	
	
	


(IT systems under development continued)
	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor
	Cross Reference to IT Audit Training Courseware
	Fully aware / I already do this competently
	I require guidance in this area
	This is not required by my post

	Application under development /acquisition

	11. Identify controls required in the system under development
	
	(
	(
	Control(9&17)
	
	
	

	12. Determine and rank major risks and exposures
	
	(
	(
	Sec(3&4)
Control(2&3)
Develop(0-1,9)
	
	
	

	13. Identify controls to mitigate risks and exposures
	
	(
	(
	Sec(4-10)
Control(4-20)
Develop(2-9)
	
	
	

	14. Advise project team regarding design of system and implementation of controls
	
	(
	(
	Control(All)
Sec(All)
Develop(All)
++ experience
	
	
	

	15. Monitor, evaluate and report to management on the adequacy of controls over the system development process.
	
	(
	(
	Control(All)
Sec(All)
Develop(All)
++ experience
	
	
	

	16. Evaluate and report to management on the adequacy of controls incorporated in the system under development at the end of each phase of the development life cycle
	
	(
	(
	Control(All)
Sec(All)
Develop(All)
++ experience
	
	
	

	Systems development technology

	17. Understand the control implications of the technology used in developing systems (e.g. CASE)
	
	(
	(
	Develop(8)
++
	
	
	

	18. Provide management with a risk assessment of the use of new technology for developing systems
	
	
	(
	Develop(8)
++ specific CASE tools
	
	
	

	19. Evaluate risk assessment of the use of new technology for developing systems and report to management
	
	(
	(
	Develop(8)
++ specific CASE tools
	
	
	

	Value for money

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor
	Cross Reference to IT Audit Training Courseware
	Fully aware / I already do this competently
	I require guidance in this area
	This is not required by my post

	1. Be aware of and understand the potential business risks where IT is an important component, in particular in the areas of:


IT systems lifecycle

· procurement or development

· maintenance and operations

Management of IT operations

· strategy and planning

· use of IT resources

Impact of IT

· impact on programme or organisation effectiveness

· societal effects


	(
	(
	(
	VFM(3&4)
Method(All)
Develop(1)
Contin(2)
Control(7)
	
	
	

	2. Document the client’s systems and IT infrastructure, especially with regard to their maturity, current IT spend on equipment and manpower, the IT control environment and the business context
	(
	(
	(
	VFM(2)
O&M(6)
	
	
	


(Value For Money continued)
	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor
	Cross Reference to IT Audit Training Courseware
	Fully aware / I already do this competently
	I require guidance in this area
	This is not required by my post

	3. Review cost/benefit analysis
	(
	(
	
	++ general training in investment appraisal techniques
	
	
	

	4. Review client’s return on investment in IT
	(
	(
	
	++ general training in investment appraisal techniques
	
	
	

	5. Review the use of IT, to identify IT-related risks to economy, efficiency and effectiveness and the scope for further investigation
	
	(
	(
	VFM(2&3)
	
	
	

	6. Produce an audit plan selecting and prioritising potential risks in essential areas, and identify skills/expertise needed to undertake audit studies
	
	(
	(
	VFM(2)
O&M(3-5)
	
	
	

	7. Report on the performance of IT in the client organisation (possibly as part of a multi-disciplinary team)
	
	(
	(
	VFM(4)
O&M(8)
	
	
	

	8. Advise audit team and management of the performance implications of IT technologies and strategies.
	
	
	(
	Aware(9)
Method(All)
++ research & experience
	
	
	

	Special assignments

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor
	Cross Reference to IT Audit Training Courseware
	Fully aware / I already do this competently
	I require guidance in this area
	This is not required by my post

	1. Identify IT audit training needs and review needs analysis
	(
	(
	(
	O&M(4)
	
	
	

	2. Develop and deliver IT awareness training
	
	(
	(
	Aware(All)
++ IDI training for trainers and development of local case studies
	
	
	

	3. Develop and present formal and ad hoc training in IT audit
	
	(
	(
	Overview
Appropriate IT audit module
++ IDI training for trainers
	
	
	

	4. Contribute to development of IT audit methodology
	
	(
	(
	All modules
++ local business analysis and experience
	
	
	

	5. Identify trends in technology
	
	(
	(
	Aware(9)
++ research and experience
	
	
	

	6. Offer detailed advice on leading edge technologies and their audit implications
	
	
	(
	Aware(9)
++ advanced training
++ research and experience
	
	
	

	Reviewing and reporting the results of an IT audit

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor
	Cross Reference to IT Audit Training Courseware
	Fully aware / I already do this competently
	I require guidance in this area
	This is not required by my post

	1. Review of IT audit report
	
	(
	(
	Control(21)
O&M(8)
	
	
	

	2. Report to audit team management
	(
	(
	(
	Control(21)
O&M(8)
	
	
	

	3. Report to client management and follow up observations
	(
	(
	(
	Control(21)
O&M(8)
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